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Guideline:

Implement a strategy for Electrical, Electronic, and Electromechanical (EEE) Parts failure analysis
in which the analysis resources employed are optimized.  Provide all engineers involved with the
tools and data necessary to complete failure analysis, knowing that resources may be limited.

Benefit:

Analysis of EEE parts failures during manufacture and usage in flight hardware has proven a
useful tool in identifying part infant mortality, assembly processing and manufacturing defects,
subtle assembly design overstress, and end of part life.  However, the need to conserve essential
program resources, combined with continued diminishing program funds, requires that a strategy
for managing part failure analysis be established.  Such a strategy can ensure that important failure
analysis is still performed while making optimum use of available resources.  This will provide
maximum cost benefit to a program in which budgets are tight.

Center to Contact for More Information:

Johnson Space Center (JSC)

Implementation Method:

EEE parts failure analysis is essential in design and development of on-orbit space systems.  A
complete understanding of when and how these components fail can increase the reliability and
chances for mission success of a system and is essential in the design process.  Often times limited
resources are available for such analysis, and management of those resources is the key.  EEE part
failure analysis is essential if the hardware is in the developmental stage, as defined by the
following criteria: 

1. The parts are leading edge technology or based on new technology
2. The part emulates a specific function
3. The part has no reliability data available
4. The system design is evolving or being enhanced prior to hardware manufacturing
5. The parts are currently being manufactured or purchased
6. The assembly hardware is currently being manufactured

Failure to identify latent defects, infant mortality, manufacturing process deficiencies, and
subtle design overstress conditions may result in additional cost to a program.  If these
deficiencies are caught in the beginning at the board, system, or field level, the cost of
redesign to correct the defects can increase by a factor of ten or more, depending on the
amount of rework, retest, and recall of the fleet hardware considered necessary.  
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If the hardware is mature, as defined by the following criteria, a decision whether to perform
failure analysis or to trend for generic failure causes should be determined.  The following criteria
should be utilized:

1. The parts are from a proven technology and reliability data exists;
2. The system design is certified;
3. The hardware has successfully flown more than one mission;
4. The parts have been demonstrated to be reliable and mature;
5. Similar parts are not being installed into assembly hardware;
6. ESD handling, testing and checkout procedures are well established and adequate;
7. The parts are known to have adequate tolerance for Total Ionizing Radiation Dose

and Single Event Effects for the mission.

Space quality military parts used in the Space Shuttle Orbiter Program have a minimum expected
life of ten years.  If the part has failed with less than ten years field service life, failure analysis is
recommended.  If the part has had successful field service over ten years, trending of the part
failure should be considered.

The trending process itself must ensure that:

1. sufficient investigation is performed to isolate the hardware failure,
2. the process can detect an increasing failure rate, end of part life issues,
3. tolerance shift does not give an undesirable system operational effect,
4. the part is retained to support future trend investigations.

If the flight hardware is mature, and the part is over twenty years old, a decision should be made
whether the part should be submitted to the trend process or scrapped.  This determination should
be based on whether the part is obsolete and unavailable (or available in only limited quantities),
whether sufficient information is available to make a failure analysis possible, or if failure analysis
will provide valuable results for the program.  A process flow of the decision process is provided
in figure 1.

There is also a simple, cost effective way of performing failure analysis which requires delidding a
part and examining it under a microscope to look for visible signs of ESD damage or overcurrent
conditions.  This may be sufficient if the box failed immediately after handling.  If delidding does
not reveal any of these symptoms, then one may use a Scanning Electron Microscope for more
detailed examination of a device or component.  If a device fails parametrically rather than
functionally then analysis on the integrated tester may give clues about the failure modes.  Each of
these procedures adds a different value to the program.  The investigator can request the
appropriate level of analysis. |
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Figure 1. Decision Process Flow

Finally, a “reality check” of the decision to failure analyze, failure trend or scrap the part should
be made using the following criteria:

1. Has the box failed immediately after handling? (It may be due to ESD damage to a
device).

2. Can random failures be tolerated?
3. Have all sources of usage history, i.e. program, NASA Institutional, and

Government - Industry Data Exchange Program been examined for related
information to determine if a failure trend is indicated?

4. Have other similar equipment impacts been evaluated and coordinated?
5. Has the part provided “reasonable, expected service”?



GUIDELINE NO. GD-ED-2213
PAGE 4 OF 4 
APRIL 1996

MANAGEMENT OF LIMITED FAILURE ANALYSIS
 RESOURCES FOR EEE PARTS 

6. Have all sources of processing errors, subtle overstress, and mishandling been
considered?

7. Is the equipment providing reasonable support to program goals?
8. Will the equipment continue to support program goals in the foreseeable future?

This criteria allows the designer or end item user to determine the most feasible and cost effective
approach for their hardware and program.  Sometimes a reality check can provide a simple means
of identifying and resolving technical problems.

Technical Rationale:

This guideline provides a strategy for assessing part failure analysis as used in the Orbiter
Program.  This strategy has the benefit of a program that has redundant hardware/function, meets
the fail operational-fail safe requirement, and can tolerate random failures and system maintenance
while supporting its program goal.

Impact of Nonpractice:

Failure to utilize these suggestions can cost a program resources when unnecessary or futile
failure analysis occurs.  When analyzing a part, board or system, care should be taken on the
available data as well as other factors, and if all factors are not carefully considered, much time,
effort and money could be wasted.  Also, inability to perform failure analysis could cost a
program dearly in failed hardware, loss of mission or even loss of life.  Clearly understanding the
failure tendencies of a part is critical to mission and program success.
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